Risk Management Criteria and thresholds, 2014

Appendix A

on internal business and

internal business and no loss of

possible disruption to services to non-

probable disruption to services to

vulnerable groups and possible

Impact Score 1 2 3 4 5 6
Descriptor Insignificant Minor Moderate Significant Serious Very Serious
. . Financial loss up to|Loss up to£250,000 Loss up to £500,000 Loss up to £1,000,000 Loss up to £3,000,000 Loss > £3,000,000
Financial
£100,000
No regulatory | Minor breach of duty, legal action | Moderate breach of duty resulting in | Significant breach of duty resulting | Serious breach of duty resulting in | Major breach of duty resulting in possible
Compliance consequence unlikely possible disciplinary action, legal | in disciplinary action, legal action | fines/disciplinary action, legal action | imprisonment, legal action almost certain and
action possible probable expected difficult to defend
Insignificant  disruption | Possible significant disruption to | Disruption to internal business or | Disruption to internal business or | Disruption to services to non- | Prolonged disruption to services to vulnerable

groups

effects

term effects

no loss of customer |customer service vulnerable groups non-vulnerable groups disruption to services to vulnerable | | gsting more than 5 days
_ , SeinilEs Lasting less than 24 hours Lasting 1 to 2 days Lasting 2 to 3 days gl Affects the whole Council
Service Delivery . . ; : ; Lasting 3 to 5 days
Affects a single or few services Affects a single directorate Affects more than one directorate Ing y
Affects most directorates
Environmental No or insignificant | Minor local environmental | Moderate local environmental damage | Significant local environmental | Major local environmental damage | Major local and national environmental
environmental damage | contamination with short term | with short term effects damage with short to medium | with medium term effects damage with long term effects for the local

area

Reputational

No reputational damage
or adverse publicity

Minor/limited reputational damage
or internal adverse publicity

Moderate reputational damage or
possible local adverse publicity

Significant reputational damage or
probable local adverse publicity

Substantial/widespread reputational
damage or possible national
adverse publicity

Major/severe reputational and
national adverse publicity

Central Government interest/administration

damage

Personal Safety No impact on personal | Minor injury or discomfort, not|Short-term injury, possibly requiring | Medium-term injury, requiring first | Extensive, permanent / long term | Death or life threatening situation for an
safety requiring first aid first aid or limited medical attention aid or medical attention injury for an individual or several | individual or several people
people
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IMPACT
Likelihood Score 1 2 3 4 5 6
Descriptor Rare Unlikely Possibly Likely Probably éleTtgfr:
Fielszllllly ©F GERmEnes | W 5-20% |21 - 40% 41-60% | 61—80% > 80%
next 12 months ° B TR e e °




